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EGCC Conclusions:
“Child Safety on the Internet – Prevention, Education and Cooperation”
Introduction: Protecting children in the online environment is a complex matter. Most experiences children and young people make while interacting online are perceived as positive and the general view is that all the interactive technologies have improved quality of life for young people and children. Some children will report that they encounter material online that upsets them. Parents and adults caring for children will also report concerns that children access material online that are not suitable for them. Explicit images of sexual acts and descriptions of violent acts are types of material that generate concerns. 

Some children will report having become involved in conversations or interactions that frighten them. Children and young people all over the world report that bullying is a phenomenon that is disturbing and troublesome in the online world as in the offline world but that the intensity and the impact on the young person is more severe online. They will also report being contacted by people they believe to be adult, that attempt at getting in contact with them, persuading them to send them nude images or to meet with them offline. Some children and young people will also tell you that they have indeed been persuaded by online contacts to do things in front of the computer that they did not want to do. Adults with a sexual interest in children and in young people try to contact them and groom them as a means of trying to meet with them to engage them in sexual activities offline. Increasingly reports show that grooming online for sex online is becoming more and more frequent. In many countries the act of grooming with the intent of meeting a minor offline for sex is a crime.
Police all over the world identify images and materials online evidence of sexual abuse of a child. 
Overall conclusion
The Moscow conference succeeded in gathering expertise from Russia and from the rest of Europe on these concerns. It was organised by the Expert Group for Cooperation on Children at Risk, EGCC, within the Council of the Baltic Sea States in cooperation with the European Commission. The EGCC highly welcome this cooperation where the unique position of the CBSS and the EGCC is put to use in order to increase cooperation and exchange among the member states to the CBSS and all of Europe. The aim of the conference was to create an interface, a platform for exchange of research, programmes, actions and projects all contributing to making the online world a safe experience for children and in the view of EGCC, this goal was attained. The high level of participation and interest from Russian colleagues proves that the cooperation on children at risk is indeed a valuable regional resource and that the topic of online safety is one where cross border cooperation is strongly called for.
Conclusions by theme

On legislation 
The Russian legislation as well as European legislation are all in transition and discussions on how children’s welfare and protection in the online environment can best be ensured and the best way to use legal means to protect children will continue. The discussions during the conference clearly show that there is much to learn from different countries’ experiences of legislation. In Russia, the Duma is presently close to the final reading of suggested new legislation moving towards a stronger protection of children both with regard to online and offline safety. In Europe the same is true in different countries where the EU’s new Framework Decision puts it to member states to criminalise behaviours that have so far in most countries not been illegal, most notably grooming. 

Way forward: The EGCC will closely follow the developments on this in its member states, including Russia, and will actively promote the sharing of legislation between countries. The EGCC also welcomes the stronger involvement of child expertise and researchers in developing legislation. With reference to the CRC the EGCC encourages all nations to recognise that the child’s best interest should always guide matters regarding children. The EGCC recognises the different contexts in which protective legislation is discussed in Europe and in Russia. The conference gave a strong push towards more contacts between legislators in Russia, the Baltic Sea Region and in the rest of Europe. The EGCC will continue to support improved protection of children in line with the Council of Europe’s recent convention
 and with the best interest of the child as guidance. 
On child protection services and child rehabilitation services
Conclusion: This area is one where there is an urgent need to develop more knowledge and more expertise. There is all over Europe and in Russia alike a strong need for updated knowledge on the impact of abusive online experiences on children and on young people in order to inform policy makers and legislative actions. The assistance programmes that were presented showed interesting results and a strong need to disseminate their findings in order for child expertise to develop models of intervention built on young people’s own perceptions of online dangers and online abuse.

Way forward: The EGCC will continue to support initiatives and projects aiming at increased knowledge on support mechanisms for young people and on how professionals meeting with children and young people may become aware of how to include young peoples’ online world in their discussions and supportive contacts with children. This area is one where the strong network of NGOs in the region and in Russia that the EGCC has developed over the years can be especially useful
On Industry involvement in safer internet initiatives

Conclusion: The EGCC was impressed by the strong interest shown by Russian telecom industry in child safety on the Internet. The questions the industry has on how cooperation can promote their interests need to be responded to. A few industry representatives from the EU member states were at the meeting. 
Way forward: The EGCC does not work directly with the industry sector. Within the relevant CBSS bodies the EGCC will raise the topic and see how the questions the Russian industry has can best be answered.
On law enforcement cooperation

Conclusion: There is a strong need for improved cooperation between law enforcement and all other actors working to improve child safety on the Internet. This area is one where members of the Russian Duma, child rights ombudsmen, child protection NGOs and researchers alike need to demonstrate to law enforcement and ministerial representatives the advantages that lie in a stronger cooperation. 
Way forward: More law enforcement involvement in strategic planning of projects and programmes, ensuring that their specific concerns are being met.

On research

Conclusion: Researchers in Europe and in Russia seem to do much of their work without contacts with each other. A lot can be gained for all involved if relevant and interesting research becomes available for all active researchers. The conference was for many an eye opener and a first contact. Exchange of material and results across language barriers must be supported. 
Way forward: The EGCC to establish and maintain closer ties with colleagues in Russia, ensuring their access and possible participation in new research projects.

Concluding remarks

The EGCC and the CBSS welcomes this focused approach to a topic that is complex and where no country or region has found the perfect response. The conference was an excellent way of putting the regional cooperation at work making the special standing of the CBSS especially useful in inviting all the different stakeholders and creating the necessary bridge between the European member states and Russia. The EGCC especially welcomes the strong participation from the side of the Russian regional ombudsmen for the rights of children as well as the excellent interest shown by members of the Duma, Russian and European industry, law enforcement and NGOs and civil society organisations in Russia and in the rest of Europe. 
The conference contacts and conclusions drawn from the conference will be part of the EGCC input to the Baltic Sea Regional Summit held in June in Vilnius.
� Council of Europe’s Convention on the Protection of Children Against Sexual Exploitation and Sexual Abuse, 2007.
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