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Report from the conference
“Child Safety on the Internet – Prevention, Education and Cooperation”
Organised by the Expert Group for Cooperation on Children at Risk, within the Council of the Baltic Sea States
In cooperation with 

The European Commission
Time frame: November 12 – 13 2009

Budget: EUR 146 347,55 (100% EU funding)
The presentations briefly summarised in this report were all made in English or in Russian. They are all available at the conference website: 
www.childcentre.info/child-safety-internet-conference
Day 1 

Welcome speeches 

Ambassador Neris Germanas, Lithuanian presidency to the CBSS, Chair of the Committee of Senior Officials of the CBSS

The ambassador opened the conference in his capacity as the representative of the Lithuanian presidency to the Council of the Baltic Sea States. In his welcoming speech he has mentioned that the CBSS has always been extremely supportive of the activities of the Expert Group for Co-operation on Children at Risk and he expects that this very conference will help to further explore and develop the cooperation within the region of the Baltic Sea States, with Europe as a whole, and specifically with the host – the Russian Federation. 

Safe living conditions and education in the Baltic Sea Region are among the priorities of the current Lithuanian Presidency of the CBSS; therefore, the problem of ensuring safe use of the internet by young people is very central in the cooperation.

Children is an extremely vulnerable group of internet users, the overall protection of which should be not only the responsibility of their parents but also of special institutions, responsible for the development of a young person. Special expertise is urgently needed in this area in order to further the protection of children themselves and of their rights to use technologies safely and wisely. 

Ambassador Germanas informed that he is pleased to learn about the work the Russian stakeholders have done within the framework of the Safer Internet Year in Russia. Also, the European Commission with its Safer Internet Programme provides vast possibilities to empower and protect children and other members of society in the internet environment.

It is the hope of the Expert Group for Cooperation on Children at Risk and the European Commission, as well as the hope of the CBSS as a whole that the participants of this conference will all leave with a feeling of having acquired tools for prevention, education and methods of cooperation through which they may continue making the Information Technologies safer for the children.

Dr Elena Mizulina, Duma committee on children, Women and Families. In her speech she challenged the international and Russian audience to consider creating a project in order to develop and secure safe areas for children in the real world as well as in the virtual world. 
Mr Aleksei  Golovan, High representative on the rights of children with the Presidential Administration in his speech welcomed the work to ensure safety for children. 
Mr Oleg Chutov, Director of the Department of Scientific and Technical Development, Russian Ministry of Communications, 
Mr  Dmitriy Ivanov , Head of the National Contact Point at Department “K”, Ministry of the Interior.

Mr Richard Swetenham, European Commission, Directorate General Information Society

and Media

Child abuse online: Reduction of Harm through international cooperation

First plenary session: Child abuse online

Child abuse online – defining the problem, Dr Ethel Quayle, University of Edinburgh, 

Dr. Quayle stated that one of the major challenges when we look at some of the issues we are dealing with when looking at children’s safety online is that sexually abusive practices towards children do not originate with the Internet even though the contexts, and the opportunities they afford, have changed. According to Dr. Quayle the reactions to these abusive practices have changed. There is an increase in countries developing definitions and laws related to abuse through the new technologies, there is also an advance in the capacity of law enforcement to respond nationally and internationally, and the acknowledgement that the problems require a multi-agency and multi-sector approach have gained recognition.
However there is still a lot to be done: there is a need to include children as agents within research and prevention rather than recipients. Dr Quayle stated that it is clear, that child-pornography not only harms its immediate victims, the children whose abuse is at its centre, but also harms other children through the actions and attitudes it fosters in its consumers.
Dr. Quayle concluded her presentation by saying that everyone needs to be aware of what might happen with an unregulated medium that lacks adequate guardianship rather than criminalising the activities of young people.
Online Abuse of Children. Russian children online – How Information and 
Communication Technologies have changed the way children and young people in Russia interact. Mr Mark Tverdynin, Deputy Director of Safer Internet Year, Chairperson of ROCIT.
Mr Tverdynin started his presentation by giving statistical data about internet usage in Russian Federation. According to this data, 12 out of 40 millions of Russian internet users are younger than 18 years old. While online they mainly seek information, meet other people, download content, watch movies and play. And they do it all not just by regular PC, but through mobile technologies as well. 

Internet is truly transnational now. It became easier to find and attract future victims and to create and share content. For example the danger of cyber-bullying has increased as bullying scenes can be accessible online. Any content can be easily created and shared. 
Mr Tverdynin noted the positive development seen through the fact that many stakeholders put this topic of online risks on their agenda. Industry tries to provide safe surfing space, NGO’s regularly face cases of online abuse, and the police successfully deal with numerous online crimes.

One of the directions in which there is a need of action is awareness raising among children, parents, teachers, officials and mass media. In this respect, Mr Tverdynin mentioned the approach of The Safe Internet Centre, which includes awareness raising, research, hotline and help line.

Also Mr Tverdynin marked the initiative of Safer Internet Year in Russia as well as the major law proposals. Finally, he has named several possible ways of preventing children from facing risks online such as content filters, safe child-friendly cyber-space, special prices for children internet and contests for the best site with positive content. www.rocit.ru
Children in the abusive image, Victim identification with a focus on preventing further harm to the child. Mr Terry Jones, Independent Consultant, UK

Mr. Jones opened his presentation by quoting the research of Taylor and Quayle (2003), saying that the criminal justice systems response to child pornography has focused on offender issues, at the expense of victim issues. “At its worst, the child victim becomes an object around which adults (offenders, police and social services) devote resources to sustain their own construction of events, and their own vested interests, rather than those of the child” 

According to Mr. Jones, the amount of images found grows every year as the internet usage grows all around the world. In his presentation Mr. Jones shared his experience and gave verbal descriptions of images illustrating the variety and diversity of child images on the Internet, and how an investigator can pull out information about the offender or the victim from the image.
Mr. Jones concluded his presentation by saying that the victim focus has to be promoted and that it can be done mainly through education and cooperation.

Mastercard involvement in fighting illegal dissemination of child abuse images and films. Mr. Mikael Svensson, Business leader Government Affairs and Public Relations, 
MasterCard Europe. 
Commercial child abuse is not a new issue; however Internet now serves as a distribution channel and with it has come an expansion of payment vehicles. Organised crime has identified child abuse images as a new revenue source. Therefore, an effective solution requires that all stakeholders work together

MasterCard prohibits merchants with offending websites from using MasterCard as a payment. MasterCard ensures compliance with the prohibition by investigating and testing websites of merchants attempting to circumvent the prohibition. Eventually MasterCard excludes offending merchants from MasterCard payment systems. The objective of such action is to restrict the ability for merchants to obtain payment for child abuse material on the Internet via mainstream payment mechanisms

Finally MasterCard assists law enforcement in detecting, apprehending and prosecuting purveyors of child abuse materials. According to Mr Svensson it is important to cooperate closely with international and national coalitions bringing together the stakeholders fighting this kind of crimes. www.ceop.gov.uk/efc/
Internet users’ safety as an important part of corporate social responsibility: practical steps. Mr. Andrey Alexeev, Director, Department of service networks COMSTAR – United TeleSystems (OJSC).
Mr Alexeev told the participants about COMSTAR, which is the biggest operator of integrated telecommunication services in the Russian Federation and the CIS countries. The vision of the company is that the operator has to stand up to high standards of social responsibility, no matter how many customers it has. An operator has to pay attention to the questions concerning providing security online and educating its users.

Mr Alexeev acquainted the participants with legal provisions defending rights of the internet users as well as with the means of individual security, such as anti-viruses and educating materials. Several important initiatives were mentioned: Friendly Runet, the organizing committee of Safer Internet Year, 3rd online contest “Interneshka” around safe use of Internet, round table on topic “Be Careful – Children are Online”, photo design competition “Large Font” around the topic of social responsibility of industry. Mr Alexeev admitted that along many useful features of such an important resource as Internet, many dangers and risks can be encountered. And the latter can be easily accessible by children.
Fighting abusive images of children online. INHOPE 10 years of experiences of international cooperation. Mr. Adrian Dwyer, INHOPE, UK.
Mr Dwyer described the organisation of INHOPE which is an umbrella organisation of the national hotlines providing a possibility for the internet users to report about illegal content. It was founded in 1999 under the European Commission’s Safer Internet Action Plan to combat growing concerns related to the illegal content. INHOPE represents and co-ordinates the global network of Internet Hotlines and supports them in their fight against illegal content. The global network currently consists of 36 Hotlines in 31 different countries all over the world. The mission of INHOPE is to support and enhance the performance of Internet Hotlines around the World; ensuring swift action is taken in responding to reports of illegal content to make the internet a safer place.

Mr Dwyer concluded by presenting the years of experience of INHOPE. All together 900,000 reports have been processed by the member hotlines. 6,000 reports per month are assessed as potentially illegal and are passed on to Law Enforcement. www.inhope.org
Friendly Runet, First 10 months of Russian hotline work. Mr Evgeni Bespalov, Director 
General, Friendly Runet Foundation.
In his presentation, Mr Bespalov shared with the participants the results of the first 10 months of Russian hotline work. The hotline proved to be successful. During the period January – September 2009 the hotline processed 6711 messages. 2917 URLs or individual web-sites with child sexual abuse material were revealed and 2688 URLs or individual web-sites with such material were closed down. This means that approx. 100% of reported Russian sites containing such material are closed down.
He also named several major directions in which Friendly Runet Foundation works. Among these fields were various projects, illegal content “hotline”, “helpline” for children, awareness raising, victim support, cooperation with Internet industry and state agencies as well as with law enforcement. www.friendlyrunet.ru
ROCIT hotline: Challenges in the Russian context. Mr Urvan Parfentiev, Node 
Coordinator, National Internet Safety Node.

Mr Parfentyev described the work of the ROCIT hotline, which is a complex project around the topic of safer Internet. The hotline is operational since August 15th 2008. The main goal of this hotline is to allow users to leave an anonymous message about illegal content online before it can harm anyone, especially children. 

The ROCIT hotline is sorting the illegal content according to 12 categories, among which Mr. Parfentyev named child pornography and other forms of sexual abuse of children, terrorist propaganda, religious extremist sites, crimes against privacy and personal dignity, drug promotion.
Every Internet user can inform the hotline about illegal content: a teacher, a parent, system administrator, child, random user. The hotline makes sure that the informant stays anonymous. Mr Parfentyev adds that up to date 10000 tips were processed by the hotline. The working languages of the hotline are Russian and English. www.saferunet.ru
Seminar A: Cooperation for child protection: NGOs, police and child welfare.

Save the Children Finland and Finnish Police working in cooperation to protect children. Ms Mari Laiho, Save the Children Finland and Mr Ari-Pekka Calin, Chief Super Intendent, Ministry of the Interior/Police Supreme Command, Finland.
Ms Laiho briefly updated the participants about the work of Save the Children Finland Hotline which is an INHOPE member since 2002, which allows to responding fast to online illegal content and to pass information swiftly to the Hotline in the country of origin of illegal site to initiate further activities. Its aim is to remove illegal online content and to pass the information. Moreover in case of child sexual abuse images, it is not just illegal material but evidence of serious crime towards a child and therefore there is a need to focus on victim identification!

Awareness raising and advocacy are the essential parts of the work, which also gets a lot of support from international cooperation within INHOPE, eNACSO (European Union’s NGO Alliance for Child Safety Online) and Save the Children Europe Group. This includes creating materials for the professionals working with children, national and international conferences, statements, articles, participation etc

Activities on the social web: 
Mr Calin continued the presentation by providing an insight in internal security and crime prevention. The Police have to be ready to meet children and adolescents where they are and offer them proper information. The Police in Finland are creating an Internet tip-off system, which can be used to report to the police of suspected crimes found on the Internet. Through the tip-off service, citizens can leave tip-offs using the form at the police website. This system will be introduced on 1 March 2010. The on-line form will be a protected page, and the data will be encrypted for online transmission. Tips can be made anonymously, even though those leaving tips are requested to give their contact information. As regards images involving sexual exploitation of children, the reports should be made on the website of Save the Children Finland which will work together with the National Police as regards of such sites. The police tip-off entry will contain relevant instructions.

Mr Calin concluded his presentation by informing that the Finnish Police has profile on Facebook, as part of the preventive work, which aim is contacting adolescents and inform them about laws and answer their questions. www.pelastakaalapset.fi/en/home
Cooperation to improve child protection in criminal investigations.
Mr  Dmitriy Ivanov , Head of the National Contact Point at Department “K”, Ministry of the Interior.
In his presentation Mr Ivanov explained the typical scheme of distribution of illegal content online. Such scheme would include the following stages: distributor of child pornography, sending code encrypted content usually on digital hardware, the content reaches the target audience and finds its consumers. Such stages as paying for the content with online paying systems or advertising the content can also be included in the above scheme.
Mr Ivanov mentions international cooperation as an absolutely crucial step in solving this problem. Currently this topic can be discussed in such forums as UN, CIS, Council of Europe and many other international organizations of the European Union etc’.  Mr Ivanov concludes his presentation by stressing again the preventive measures can be possible only when all the stakeholders cooperate (police, industry, media and citizens).
ECPAT Ukraine in cooperation with police. Ms Olha Shved, ECPAT Central Europe and Bogdan Tischenko, Ukraine Police.
Ms Shved and Mr Tischenko presented a regional research, called “Regional Overview on Child Sexual Abuse Images through the Use of Information and Communication Technologies in Belarus, Moldova, Russia and Ukraine”. According to this research, pornographic studios in Russia or Ukraine can present themselves as model agencies, or individuals can create content in private location. Young people can be involved in this phenomenon as victims, as producers, as consumers or as distributors. 
The conclusions from this research are: Many criminals are very well organized and have a wide criminal network; Boys as well as girls can become victims; support and prevention services are still very limited. Therefore it is very important to continue cooperation between different stakeholders and continue linking the issue of child porn with such topics as sex-tourism and trafficking in human beings. 

The presentation was concluded by a set of recommendations: state should be responsible for creating a policy defending children from harmful content, organize preventive acts, improve legislation, involving industry and developing the assisting services for victims. 
The European Online Grooming Project: Using Offender Accounts to Inform Young People’s Online safety. Dr. Julia Davidson, Kingston, UK.
European Online Grooming Project, funded by European Commission Safer Internet Programme. The project includes 6 partners from 4 different European countries.  The European Online Grooming Project is the first European research project that will study the characteristics, behaviour and motivations of sexual offenders who have used the internet to groom young people. Researchers will conduct a scoping study that will review online groomers case files, provide a report of the research and policy literature from each partner 
country, and interview strategic stakeholders concerned with the management and prevention of online grooming. The objectives of the projects are: to explore behaviour of offenders who groom online, describe how different forms of information, communication technology are used to facilitate the process of online grooming, further the current low knowledge base about the way in which young people are selected and prepared for abuse online, make a significant contribution to the development of educational awareness and preventative initiatives aimed at parents, teachers and young people

Implications for awareness and safety can be as following: there is a need to better understand young people’s online risk taking behaviour; open dialogue with parents and teachers about sexualized online behaviour and nature of teen interactions. Enabling young people to report/discuss and engaging industry in monitoring sites and closing offender forums is of great importance.
Seminar B: Social and psychological assistance to children victims of online abuse
What German professionals assisting children know about children with experiences of abusive and exploitative practices in the online environment? Ms Julia von Weiler, Innocence in Danger, DE
This presentation tries to address three different parts of the problem: Child-pornographic-exploitation – the distribution of abusive images, online grooming, Peer to Peer issues. 
In summary, most Internet-initiated sex crimes involved teenagers too young to consent to sexual intercourse that were described by respondents as in love with or close to the offenders they had met online. These were no forcible crimes, committed by men who were much older than their victims. The victims knew they were interacting with adults who were interested in them sexually. The length and variety of communications and multiple face-to-face meetings in most cases indicate that many victims viewed their interactions with much older adult offenders as desired relationships.

A lot of information is still required: information about magnitude, form and number of reports concerning CPE and online solicitation; information concerning diagnostics, symptoms of victims as well as how to help those victims, information on how to confront a client with the possibility of CPE or online exposure within counselling/ treatment, information about perpetrators/abusers. Another important issue is engage children and adolescents in creating preventive tools. Also networking within the psychosocial treatment and care structures as well as police, justice and medical care, as well as regional, national and international networks are necessary!

Assisting children that have been abused online and offline. Challenges facing child protection in Russia. Ms Maria Mokhova, Director NGO Sisters. RU
Ms Mokhova made an overview of the works of Regional NGO “Sisters” which focuses its activities on assisting the victims of sexual abuse and violence and on preventing this phenomenon. Helping children – victims of online abuse is among priorities of the organization. One of the most important goals of “Sisters” is fighting various forms of child and youth exploitation including violence and commercial sexual exploitation.

The NGO acts in different fields: educational and informational module, complex assistance to victims and scientific research.

The assistance to victims of abuse includes psychological consultancy, medical information and help, legal information and support. Until now “Sisters” have helped 52 thousands clients that experiences various forms of violence (sexual abuse in most cases). 8 thousands people received psychological help and legal representation. And 3000 participated in trainings organized by “Sisters”.
Ms Mokhova also acquainted the participants with educational programmes and centre’s publication and has initiated discussion on different myths about stereotypic view of victims and offenders.

Children and young people harmed via the new technology - what works in practice?” Ms Tink Palmer, Director, Marie Collins Foundation, UK

In her presentation, Ms Palmer acquainted the participants with her research of 14 young women, who were identified as actual or potential victims of online sexual abuse or had placed themselves in dangerous situations vis a vis their online “friend” and engaged in risky behaviours that, on the surface, are seen as self generated by the young person.

Ms Palmer made an overview of factors that are common to the victims of online abuse. None of the young women reported the abuse that had occurred, none would have told anyone of the abuse had it not been discovered, they all had similar reasons for not telling, all the young women had started to form online relationships with predatory men between the ages of 12 and 14 years.
What was remarkable in Ms Palmer’s view is that none of the young women could be perceived as vulnerable in their offline world, they formed a very heterogeneous group with respect to their personalities, economic status, family backgrounds etc. However they were homogenous in respect of the impacts of the abuse on their thinking, feeling and behaviour post trauma.
Ms Palmer also discussed the differences between the online and offline worlds and how this difference can lead to vulnerability. Consequently, she gave advices as to what works for recovery. In this respect she named for example, different therapeutic interventions and support for the parents/carers and siblings

Psychological treatment of children exposed to sexual abuse due to grooming on the internet. A Danish study 2006-2009, Ms Helene Almind Jansen, Clinical Psychologist Copenhagen University Hospital, Rigshopitalet. 

Ms Jansen presented a Danish study on children exposed to sexual abuse on the Internet. According to this study the abused children can turn out to be both neglected and well functioning children; however, all children have in common, that they developmentally find it difficult to grasp the consequence of their activity on the Internet.

The Internet is a playground for their self representation. There they can try out new identity (including new sexual identity). Indeed, according to Ms Jansen, teen’s knowledge about sexual matters has become more advanced, than in previous times. But experience doesn’t come along with the knowledge. The age of sexual debut has not changed over time.
During the psychological treatment, these children reveal that responsibility and guilt feelings are central issues, as well as confusion about own role and the relationship to the offender. Lack of knowledge of the offender makes it difficult for the child to assess his or her own role in the abuse. The childish thought of the world as a safe place and the lack of risk assessment confuse the child. Parents counselling and therapy are absolutely crucial. Re-establishing the relationship to the parent is essential to the child's healing process

Ms Jansen’s closing remarks were questions for further discussion: are children becoming more knowledgeable about the danger off having contacts with strangers in cyberspace? Have the perpetrators become more sophisticated in their way of manipulating children and keeping the abuse silent?

Seminar C: Industry, police, NGOs and business fighting access to abusive and illegal material
CIRCAMP cooperation fighting online abuse in partnership. Ms Katy Milne, Child Exploitation and Online Protection Centre, UK. 

Ms Milne acquainted the participants with the Cospol Internet Related Child Abusive Material Project, where Norway is the driver and UK is the Co-driver. The forerunner countries are Denmark, Belgium, France, Finland, Ireland, Italy, Malta, Poland, Sweden, the Netherlands, Spain and recently Germany, while Europol and Interpol are the supporting units. 
The aim of the project is to detect, disrupt, and dismantle networks, organizations or structures, used for the production and/or distribution of child abusive files and to detect offenders, identify children and stop abuse through cooperation create a common understanding towards global policing of the Internet; reduce harm on society by attacking the distribution of child abusive material on a European level, and disrupt the methods used by organized crime groups 

The three part Action Plan consists of blocking access to CAM (Child Abusive Material) on the Web, investigating and taking down payment systems abused by the criminals and finding and arresting the criminals behind illegal distribution of CAM. 
Ms Milne concluded her presentation by providing some statistical data from Norway, where ~ 7300 domains were checked and found to be illegal by April 2009, out of them ~ 250 turned out to be unique commercial child abuse sites

Industry cooperation with police and child protection. Mr Aleksei Skvortsov, Director Russian Hosting Community.
Mr Skvortsov informed the audience about the Russian Hosting Community experience in collaborating with police and child protection services. The cooperation with law enforcement includes such actions as inquiry processing, teaching of the police and non-governmental staff, consulting, notifications about abuse content, websites lockup in concordance with police enactment and educational activity

Mr Skvortsov also mentioned certain cooperation problems and their possible solutions. Among other problems, he spoke about the absence of clear regulatory environment, the closed nature of the law-enforcement authorities, low information sharing between the industry and the law-enforcement authorities and the absence of professionals in this sphere and special software and hardware

Nevertheless, the Hosting Community has successfully collaborated with K-department of the Ministry of Interior of Russia on many occasions in such fields as education of the staff and providing technical equipment including special software development. Moreover, Hosting Community is collaborating with non-governmental organizations, Internet users and with the press. In Mr. Skvortsov’s opinion it is absolutely crucial to create this interlink between the police, foundations and industry.
eNACSO, The European NGO Alliance for Child Safety Online. Mr Theo van Noten, ECPAT NL
Mr van Noten shared the mission of eNACSO with the conference participants. Its mission is to promote and support actions at European and International level to implement the rights of the child and to protect children in relation to new technologies based on the UN Convention on the Rights of the Child and the UN Optional Protocol on the Sale of Children, Child Prostitution and Child Pornography. The main objectives of the alliance are to build and develop a dynamic network of children’s NGOs from across the EU with expertise on child online safety; to develop a common approach to protecting children in relation to new and emerging technologies; to influence relevant policies and strategies at national, European and international levels

In the second part of his presentation Mr van Noten suggested several mechanisms to disrupt trade in illegal images. He names the following steps: relevant internet providers should ensure that free image sharing sites proactively scan their servers for known child abusive material; one should develop legislation to disrupt activities of producers and distributors of illegal images; key financial institutions should support the European Financial Coalition in sharing financial information across borders for the purposes of police investigations. Finally he claimed that states should have clear legislation enabling the requisition of financial assets of operators of commercial sites with illegal material

RU-center and its work. Mr Andrey Vorobiev, PR-Director.
The Legal advisor of RU-Centre, Ekaterina Rybina, was assisting Mr Vorobyev in making this presentation,  Ms Rybina informed the participants about RU-CENTER’s experience in fighting illegal content. In her presentation Ms Rybina was explaining the RU-CENTER's scheme of action when there is a tip-off about an illegal content.
In cases when RU-CENTER is a domain registrator, it can cancel the domain registration on the basis of court decision. It can also decide by itself if a specific content against the law and temporary close the site down until the official decision comes.
Plenary session 
EU harmonisation of laws and the EU Framework directive. Mr Radomir Jansky, 
European Commission, Directorate General Justice Freedom and Security. 

Mr Jansky gave an example of legislative approximation in EU member states made possible through the Framework Decision on combating the sexual exploitation of children and child pornography. According to him, the approximation of legislation is essential, as differences in the legal framework pose real problems to effective investigation and prosecution. Approximation will also include common provisions on criminalisation, sanctions, aggravating circumstances, assistance to victims and jurisdiction as well as production, distribution, dissemination, transmission, supplying or making available, acquisition and possession of child pornography (not viewing)

The new proposal for Council Framework Decision on combating the sexual exploitation of children and child pornography (March 2009) includes a comprehensive approach: prosecution, protection, prevention. It also takes into account new forms of child abuse, especially on-line and brings EU level up to highest international standards as those expressed in the recent Council of Europe Convention, and beyond this.
New elements compared to the CoE Convention are exclusion of offenders from activities with children, penalisation of coercing into sexual relations, webcam abuse and non-punishment clause for child victims; while other elements were reinforced from the CoE Convention: level of penalties, free legal counselling for child victims, penalties for advertising possibilities to abuse; not only content.
A critical view on legislation. Dr Alisdair Gillespie, De Montfort University, Leicester, 
UK

In his presentation Dr Gillespie discussed legislative responses to child internet safety, while focusing on two key areas: child pornography and child grooming.
In terms of legislation child pornography is a relatively modern issue, which mainly coming from obscenity legislation. Dr Gillespie raised a number of concerns facing legislators: one of the main difficulties is how age of the child in the image can be proven? Should appearance only be the way age is judged? The types of material that should be covered under the legislation are another issue that is treated differently in different legislations. Should only photographs be considered? Cartoons, manga drawings, sound.
For the purposes of this presentation, child grooming is the solicitation online of a minor by an adult for sexual purposes. How does the law capture this behaviour? In US, UK and the draft EU framework, the focus is on meeting the victim (“the proposal, by means of an information system, by an adult to meet a child who has not reached the age of sexual consent under national law...for the purpose of committing [an offence] ). However, such means as web cameras should be taken into account.
Dr Gillespie concluded his presentation by mentioning that the solution has to unite the legal, educational and technological spheres. 
Day II
Promoting a safer use of online technologies by children - Educational programmes, awareness raising and information.

Plenary session 
Promoting a safer use of online technologies by children Russian school-children as Internet users: types and risk groups. Dr Galina Soldatova, Russian Fund for Internet Development
Galina Soldatova presented the results of a research based on a questionnaire given to children in schools in 17 Russian regions in May-June 2009. This research was the continuation of the previous one, with improved questions. This survey was also conducted online. Eventually 4338 school children aged between 14 and 17 years old took part in this survey. 
The results of this survey shows how much time an average teenager spends online, which source of information children trust the most, if children and teenagers enjoy being online, or if they experience negative emotions. Here are some of the results: more than half of Russian teenagers spend several hours online at a time; internet is a more trustworthy source of information according to teenagers. Most of the teenagers experience predominantly positive emotions from their activities online, however quite a big minority face risks and dangers. Some of those risks are: unreliable information, internet addiction, and harmful influence on mental and physical health, negative social influences. More results from this study can be accessed on the Russian Fund for Internet Development’s web-page: www.fid.su
INSAFE – Raising the awareness on opportunities and risks related to the use of 
Information and Communication Technologies. Mr Karl Hopwood, Consultant, INSAFE
A pan-European Internet Safety Awareness Network was set up in 2004. This network presently unites 27 centres across Europe. It is co-funded by the European Commission. These Awareness Centres aim to develop awareness raising material and to organise information sessions for young people, parents, carers and teachers to raise awareness of the potential risks that young people may encounter online – and to empower them to stay safe online. The role of Insafe as coordination node is to facilitate access to nodes & internet safety information, to promote experience & good practice sharing between nodes through training, private collaboration platform, resource/practice repository, to coordinate work with helplines and youth panels at EU level and to raise visibility of the network through events such as Safer Internet Day, representation at international/educational meetings

5 years of experience has taught us that online safety is multi-facetted and multi-sectoral. Online safety education should begin from age 4 and be continuous. Education needs to include new aspects of socialisation and how young people meet the technology and how this is interwoven in their lives and possible negative experiences they may have.
ROCIT and work to educate and protect Russian children. Mr Urvan Parfentiev. 
The Russian Safer Internet Centre aims at solving the following problems: provide users with clear and accessible information about risks online; help them to protect themselves and their computers from these dangers; teach users the basics of online etiquette, help fighting crimes in cyber space and assist victims of abuse related to information technologies.

According to Mr Parfentyev, nowadays there is an understanding that it is absolutely necessary to have a multilevel approach to the above mentioned challenges.
Also Mr Parfentyev informed the participants that in august 2008 National Internet-Safety Node, which includes informational resource, research centre, “hotline” and “helpline”. Two of the most important recently launched programmes within National Internet-Safety Node are “NeDopusti” against kidnapping and sexual abuse and “Huliganam.net” – against cyber-bullying and online violence. Additionally, Mr Parfentyev informed about the offline events of the Russian Safer Internet Centre and international cooperation, which is essential in order to face the challenges mentioned.
Seminar D: Awareness raising involving parents
Safety education in Russia: Mr Maxim Shubinski NGO Prior, St Petersburg, RU
Mr Shubinski presented the programme “Clear Internet”, promoted by NGO PRIOR. Reasons behind initiating such a programme are very low level of awareness and legal information in Russian Federation about cyber space in general and about possible risks in particular. There is no general widely used educational programme that would form skills of safer internet use in Russia.
Therefore, NGO PRIOR offers a special course “Basics of Secure Internet Use” for children in 5th and 6th grades. The course length is approximately 24-30 study hours. This course can be part of the regular school subject “Safe Life Skills”.

Among its other activities, NGO PRIOR also manages information campaign in Russian Mass Media on raising awareness and the selective possibilities of the programme “Clear Internet”. Moreover, it prepares a booklet describing best practices, statistics and the results of sociological research on the topic. www.cleaninternet.ru
Dutch parents teaching internet safety. Ms Ancella Evers, Cyberparents, NL
Cyberparent is a form of parental involvement in Dutch primary schools. A Cyberparent is an ambassador of internet safety- at home and at school and is approachable for other parents, children and teachers with any questions and concerns regarding online safety. The Cyberparent is in close contact with the parent’s board, the principal and the ICT-coordinator of the school. A Cyberparent does not mingle in school affairs, but helps out when asked to do so and organises activities and events for parents and children. Examples of the activities a Cyberparent can organise are parent evenings, a quick-scan into cyber-bullying 
amongst pupils and the safer internet certificate. A Cyberparent will have a full support needed including community function, including profiles, meeting points and a helpdesk. 

Next to the network that is established to support the Cyberparent active in all primary schools across the country, the project also intends to bring together parent representatives and providers of products and services relating to online safety to strengthen innovation. 

Preliminary results indicate that attracting Cyberparent through parent evenings is very effective, as it is close to home and easily accessible. The activities of the first Cyberparent differ as much as people do. This is a good thing, as the Cyberparent is able to work with issues that matter in their own school. Close to home is also the place where the Cyberparent support is needed. National support through for example the website is also desirable, but in the end most Cyberparent prefer face-to-face contacts. Both Cyberparent and schools find that the available products and services regarding online safety hardly meet their demands. www.cyberouders.nl, www.voo.nl
The Klicksafe Experience, Dr Joachim Kind, Head of Press and Communication, Safer Internet Centre Germany / klicksafe

Safer Internet Centre Germany – Klicksafe –is co-funded by the European Commission.
Dr Kind spoke about the marketing campaign which includes several video-clips. The first one is „Where is Klaus?“ (2005) , which is still broadcasted on biggest German TV-Stations and was very successful also in cinema and public screens. It has received international and national awards and got about half a million views on the Youtube/MySpace.

Also Mr Kind told about the German Association for the Protection of Children and Klicksafe's initiative “Strong Parents – Strong Children”. Its aim is to train parents’ skills to enable them to teach their children how to safely use the Internet.
Moreover, Klicksafe does parents-teachers conferences, introduces practical concepts and training modules, various handbooks, computer game tips, Internet tips (two age groups of children), social communities tips, copyright tips. www.klicksafe.de
Research on Russian parents’ attitude to free internet, Mr Ivan Tonkikh, General Director “Child Light Media”
In his presentation Ivan Tonkikh suggested a possible practical solution of the problematic Internet use by children. “Child Light Media” company created special software “KidGid” for parents who have children between 6 and 16 years old. This programme successfully blocks negative online content. 
Another important aspect in his presentation was the absence of both positive and engaging resources for children, which could potentially offer an alternative to the “grown-up” sites visited by teenagers now. Consequently, the mission of the “Child Light Media” company is not to block internet access, but to filter it and to provide children and teenagers with alternative cyber space with positive educational content and entertainment. Therefore, Ivan Tonkinh sees the solution in working on both levels of blocking illegal content and providing alternative positive one. www.kidgid.com
Seminar E: Awareness raising – what professionals need to know
Identification of children victims of commercial sexual exploitation and providing them with comprehensive assistance: St. Petersburg experience. Ms Olga Kolpakova, NGO Stelllit, RU 

Ms Kolpakova opened her presentation by giving an overview on the Stellit history and organisation. It was founded in 2002. It works in following directions: research, educating specialists working with children, preparing information materials and scientific literature, rehabilitation and reintegration of children victims of sexual exploitation, changing public’s opinion, developing social partnership.
Ms Kolpakova presented several specific characteristics of sexual exploitation of minor with the help of high technologies. Among these characteristics she named the following: technology develops very fast and situation changes all the time; the relevant stakeholders lack information on how the children use different high technologies, how they explore their sexuality with the help of high technologies, insufficient knowledge about the problem, myths

Specialists lack certain tools for successful work with children on this topic. The collaboration between the official offices is not sufficient especially in the field of prevention and rehabilitation; there is not enough research about the help available to victims. Ms Kolpakova acquainted the audience with research on available assisting children victims of sexual abuse.
The main conclusions of the research are that more attention should be paid to preventive tools and that it should be possible to develop better infrastructure on the basis of the existing organisations (education employees, creating standards, creating specializing departments). http://www.ngostellit.ru
Polish awareness node work in consulting with child experts and professionals. Ms Agnieszka Wrzesień, Nobody’s Children Foundation, PL 

Ms Wrzesień told the participants about the history and organization of Nobody’s Children Foundation. It is a leading Polish child-welfare NGO, active since 1991. Since 2005 it is part of the Polish Safer Internet Centre. The Foundation works with teachers, psychologists, law enforcement. It has developed a network of partner institutions and organizes local conferences „Safer Internet”– 16 provincial cities in Poland.
Also it has planned lessons on cyber-bullying for junior secondary school students as a target group. The content of the lessons will include recognizing different forms of cyber-bullying, ways of reaction to cyber-bullying cases and what might be the consequences. Also these lessons will teach the victim what he/ she should do and where to seek help, and what rules the children have to follow in order to minimize the risk of cyber-bullying.

Training professionals is one of the priorities of the foundation. E-learning for professionals: expert lectures, available from the e-learning platform. The foundation organises an annual conference: „Keeping Children and Young People Safe Online”; in September 2009 – 500 delegates attended the event in Warsaw. Live streaming and videos are after the event available online. www.fdn.pl
Young people’s experiences of online sexual abuse – Report from the Online project in Sweden, Ms Christina Warfvinge, Psychologist BUP Elefanten, SE
In her presentation Ms Warfvinge described briefly the Online Project conducted at BUP Elefanten. The project included therapy/ interviews with children abused via IT, and it involved reference group, national network, teenage network and meetings with an international network.
Sexual abuse via IT may mean that children have been sexually harassed, sexually exploited on pictures or films, sexually abused online or offline via contact online, have been paid for sex online or offline via contact online or have been threatened

The Online Project Conclusions include the following: most children are well informed about the dangers, in many cases the perpetrator is unknown but is significantly older than the victim. Many children have wrong feeling of anonymity and security while online. They often use sexualized language or present themselves sexually. Many of them are being manipulated and feel shame and guilt after. They have difficulties with judging the consequences. www.lio.se/templates/PageWithColumn.aspx?id=31660
Moscow professionals and how to inform them. Ms Nadezja Zamotayeva Deputy director, NGO Sisters, RU. 
Seminar F: Awareness raising - Involving young people themselves
Working with young people in Greece. Ms Stavroula Papavasiliou, Safer Internet Hellas, GR
Greek Safer Internet Awareness Centre campaign presented by Ms Papavasiliou has the following goals: bridging the digital gap, prevention, information and digital literacy, catching up with the latest Internet trends and subsequent risks, getting “fresh” ideas for better reaching young people.

According to Ms Papavasiliou, integration youth in the process is of great importance, young people should have an active role in internet safety education. Major outcomes of the campaign: all of the youth panel members wanted Internet safety education in school. The majority thinks that school is the most appropriate entity to provide Internet safety advice, followed closely by “friends/peers”. All the youngsters believe that Internet safety education should begin in primary school. They also proposed as the most effective methods: workshops, teaching with the use of media such as videos and games, and peer education. The analytical results of the survey were forwarded to the European Commission.

Ms Papavasiliou shared with participants the future plans such as further involvement of youngsters in the promotion of the awareness campaign through social networking sites; use of online collaborative tools in order for the panel to access, encouragement for taking up activities on their own initiative, acting as ambassadors of the campaign.

Ms Papavasiliou concluded her presentation by saying that the panel has provided them with invaluable feedback on their activities and material. www.saferinternet.gr
Youth participation in Internet Safety Actions, Mr Juuso Peura, Mannerheim League of Social Welfare, FI.
Peer Support System has a strong tradition and is very well developed in Finnish schools. Mr Peura gave examples of such support actions: young people as trainers for adults, peer students giving lessons to younger pupils, producing awareness tools by themselves and online peer-to-peer counselling and helpline actions.

Core idea behind this support system is the participation of the young people, while other objectives include: social climate, anti-bullying, internet safety, emotional skills etc. Presence of young people contributes to dialogue and a balanced view of risks and opportunities

A successful Youth Panel that started in July 2008 consisted of 30 young people, aged 14-19 included 2 day basic training, meetings, discussions, reviewing materials and production of online media. This Youth Panel helped in formulating the messages and designing the materials. Example of an awareness tool produced with young people: five short videos about bullying, published educational material for discussion with children, parents and teachers and a free English version of the material will be out on December 2009

The future plans with peer support projects include presence on social networking sites, helpline chats, adult and peer-to-peer counselling combined, trainings and briefings together with peer and adult volunteer counsellors. www.mll.fi/peersupport, www.mll.fi/nuortennetti
Youth participation in educating young people to use the internet in a safe way. Ms Marina Kucak, NGO Stellit and youth organization “Do you know as? As you know”, RU
The mission of the youth organization represented by Ms Kucak is to encourage healthy way of life, preventing socially dangerous diseases, dissemination of models of socially secure behaviour.

The activities of the youth organization are on two levels: on the level of the organizations that the volunteers are representing and on the St Petersburg city level. On the first, organizational, level, the volunteers organise games devoted to healthy way of life, lectures on preventive measures for the younger students. The activities of the volunteers on the city level can vary from participation in the city forum on tolerance to exchange with other volunteer youth organizations.
The future activities will include education of the volunteers about safer internet usage, developing games and other materials related to the topic of safe internet, engaging children living in the rehabilitation centres. 
Seminar G: ICT businesses supporting child safety online – globally and locally.

Russian association for electronic communication. Mr Vladimir Magerov, Vice-Director, RAEC, RU
Mr Magerov described the ambition of his company to set up a safe zone for children when surfing on the Internet. The work has just started and the RAEC is looking for partners that are willing to support them in creating a portal that will be full of content that children will want to access. 
Cooperation between NGO and local industry – Mr. Zdenek Zalis, Online Safety Institute, CZ
Czech National Centre for Safe Internet is working on raising awareness about safe ways of using Internet, fighting against illegal content and running a children’s helpline www.saferinternet.cz

In Mr Zalis’ view it is absolutely important to attract private companies and he provides several advices on how it can be done. According to him, it is important to make a research of relevant industry in order to know whom to talk to and what can make them interested, try to think about simple solutions with possible future profit for industry, and adequately estimate your own abilities. Many private companies believe that social responsibility can indeed improve their affairs and definitely improve their reputation and customers’ feedback. 
Mr Zalis encourages NGOs to cooperate with industry, but warns them to keep in mind that agreeing to compromises should not mean lowering the standards. NGOs should be aware of marketing ways and be careful not to trust a private company only on the base of their campaign. The most important advice is being professional and work with professionals. www.saferinternet.cz
Seminar H: Preventive programmes for use in schools.

Internet safety in schools of Russia. CAIR experience. Mr  Igor Polyakov, General Director, CAIR, Russian centre for Internet Resources (CAIR). RU
Mr Polyakov made an overview of CAIR project “Safe Internet in Russian Schools”, the main goal of which is to provide schools with filtering system. 
Currently children’s access to the Internet in schools is limited mainly by Educational National Project. However, children’s’ access at home (as well as their usage of mobile phones) is virtually unlimited. 

Therefore the new filtering system is approaching the problem on two levels. The first level is the Federal one, second one – private filter systems, which make the entire 
system more flexible and can take into account the age of the user and socio-cultural characteristics of the specific region in Russia. This system of limiting internet in schools has no similar counterparts anywhere in the world (as to the scale and dissemination). It works 24/7 and involves 2553 experts from the entire educational community. www.cair.ru
Training packages – How are they used and does it take up a lot of time? Mr Tomi Dolenc, Academic and Research Network of Slovenia, ARNES SL 
Mr Dolenc introduced the strategy carried out by the Ministry of Education concerning Introduction of ICT in schools in Slovenia. ARNES, as a national research and education network, plays an important role in this.
Central activities of this strategy are SAFE-SI – national awareness node, “Spletno oko” – reporting illegal content online and “Nasvet za net” – helpline for children. The special focus of this strategy is on teacher training programme. The teachers are reached by providing dedicated information online, distributing materials to schools, having presentations and workshops, organizing ICT safety events, training the trainers. Moreover, there is a new 4-year project that was launched, in which advanced (e-competent) teachers are additionally trained by experts. These teachers in turn will educate other teachers at seminars and will provide live support in schools

Teacher training project collaborates with national awareness node. The work is done with experienced teachers who provide materials and trainings. There is a possibility of bringing more experts such as lawyers, data protection officer, psychologists. Eventually the schools should have an overview of safety issues, a policy related to it, an action plan in case of incident. Undoubtedly, live support network is invaluable in this. www.safe.si
Using media messages in school settings. Evaluating impact and available resources. Three different films on three different problems: Wo ist Klaus?, Cyberbullying film and Jenny’s story. Mr Will Gardner, CEO, Childnet International, UK.
In working towards “making Internet a great and safe place for children” Childnet International promotes the positive content and responds to the negative one. In his presentation Mr Gardner has shown two video clips during his presentation, both of  which represent different aspects of insecurity online. 

The first clip “Wo ist Klaus” by Klicksafe is centred on raising awareness of parents about the possible dangers that their child might be facing this very minute. The second clip “Cyberbullying - How can this feel?” raises discussion about such phenomenon as cyber-bullying. This clip gives very unconventional view on who can be a bully or how technological tools can be used in bullying.
All in all, according to Mr Gardner, media can prove to be an extremely important means of conveying the message and empowering children; therefore, it is crucial to engage media in the information campaign. www.childnet-int.org
Safe use of Internet in libraries, Ms Vera Chudinova, Chief Methodologist of the Internet Department. RU

Ms Chudinova spoke about the role of the state libraries in fighting online risks. Both parents and children can benefit from library resources. According to Ms Chudinova, children need to know about the possible dangers online and have knowledge about how to behave and where to surf in order to stay as safe as possible. They need to know where they can obtain necessary information about safe online resources with positive content.
Parents in their turn also need to be acquainted with the possible dangers; they need to be able to talk to their child about it, and in order to do so they might need informational support and professional advice.

Librarians can help in this respect. They can inform both parents and children about the dangers and risks, provide necessary information preventing these risks by keeping certain safety rules while online. In the libraries and on the libraries’ web-pages users can find out about the best internet resources for children. Apart from that, libraries’ web-pages can be used as virtual information office, as a forum to get in touch with other readers and librarians, access various catalogues, find book reviews and reading suggestions for both parents and children etc.
Seminar I: Child helplines also for children experiencing online violence
Danish online advice and information for young people. Ms Anni Marquard, Head of programme, Cyberhus.dk, DK

Cyberhus is a helpline that offers online counselling for children and teenagers. Its mission with regard to online risks is threefold: prevention, education and cooperation. In 2008 the Cyberhus was ranked among the 5 best European websites for marginalized young people.
Ms Marquard shared with the audience statistical data related to the kinds of abuse cases the helpline psychologists face. According to Ms Marquard, often they experienced that chats in which young people ask for help resemble jokes in the beginning. Probably, joking might be a way for kids and teens of approaching helpline personnel or simply their way of approaching a problem. A lot of calls are about asking help how to use certain preventive resources and asking advice about parental control.
Ms Marquard concluded her presentation by naming the risks that a child might face online including cyber-bullying, games, gambling, harassment, racism, violence and pornography as well as many related issues such as loneliness, depression, alcohol abuse, drug abuse, love, suicide and eating disorders. www.cyberhus.dk
Phone consultations for children. Ms Natalia Zaibert, Russian Red Cross, St Petersburg division, RU
Information and consultancy centre that Ms Zaibert represented works according to following principles: confidentiality, tolerance towards the victims, competence in providing services, free access. Beginning from May 1st 2009 until 30th of September the phone consultation has processed 750 calls, it has organized big information campaign in Metro, on the billboards and Mass Media, published brochures and information booklets on such topics as migration policy, work permits, criminal law and the list of existing organizations within this field.

Ms Zaibert informed the participants about the future plans of this consultancy centre.

Among the planned activities (apart from children’s consultations), Ms Zaibert named the following: distribution of information material about preventive measures against violence in schools, cooperation with the partners that assist children.(officials, NGOs, crisis centres etc.)
What Spanish children are concerned about on the Internet. Mr. José Luis Zatarain, Project Manager, Protegeles, ES
Protegeles is a non profit association composed of professionals from different fields. Its overall aim is to make Internet a safer place for children as well as to promote among them a positive and safer use of the other ICT. Its objectives are to improve the safety of children while they are using New Online Technologies, developing safe spaces for children, distributing educational material, organizing training campaigns, studies and other actions to promote safe and responsible use of Internet, mobile phone technology, videogames, television, etc.

Protegeles sent the specialized police units the highest number possible of verified illegal content allowing for the elimination of child pornography sites from the Internet, as well as the identification of those behind these sites, as well at the generation of social conscience about the problem.

According to Mr Zatarain, Internet can be a dangerous place not only with regard to sexual abuse but also such problems might be related to harmful internet content as Internet Addiction Disorder, bullying and cyber-bullying, eating disorder etc’. Mr Zatarain concludes his presentation by presenting alternative sources with positive content dedicated to these issues.

Experiences from Helpline work in Moscow. Ms Olga Schtul Angel coalition, RU
“Angel coalition” against trafficking in human beings was founded in 1999 in St Petersburg. Since 2003 a special centre for assisting victims of trafficking in human beings started its activities under the supervision of “Angel coalition”. Its overall mission is preventing and  combating trafficking. It acts on several levels such as prevention (awareness raising, research), criminalizing the offenders (assisting the law enforcement). The main 
target groups – women and children. It works in cooperation with various international NGOs, police structures, national and foreign officials.

Practical goals are: identification and rehabilitation of children – victims of trafficking and sexual exploitation, assisting the victims with regard to social adaptation, providing psychological help to the specialists working with abused children, raising public awareness, conducting scientific research and publishing the findings, lobbying relevant changes in the legislation.

Closing plenary: The Safer Internet Programme Mr Richard Swetenham, European 
Commission

In his closing plenary presentation Mr. Swetenham gave an overview of the European Union’s Safer Internet programme. He started by naming the specific structures and organizations that constitute the European network of Safer Internet Centres and how these continue and enhance successful initiatives. These organizations are: INSAFE awareness network present in 27 European countries, INHOPE network of hotlines present in 24 European countries and other helplines present in 20 European countries

The following components of the Safer Internet Centre will be expected to co-operate by:  single advisory board with national stakeholders, common youth panel, exchanging information about their respective activities, agreeing common positions on Safer Internet issues for submission to policy-makers and the media, joint awareness raising activities, joint participation in Safer Internet Day and support to law enforcement. 
As many other presenters at this conference, Mr Swetenham agrees that the fight against child abusive images can be only done through acting on different levels, such as support to law enforcement, CIRCAMP network, INTERPOL, technical projects, INHOPE hotlines, improving and updating legislation, financial coalition,  and training.

Mr Swetenham briefly summarized the lessons from this conference. He was pleased to see that there is a lot of activity in Russia. He admits that there is a need of bringing different stakeholders together (law enforcement, researchers, industry, policy makers, NGOs).
Mr Lars Lööf, Head of Children’s Unit.

Mr Lööf closed the conference, thanking all the participants for their time and their input and wishing everyone a good journey home.
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